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This presentation is brought to you by 
Qudos Management – a leading 
Australian management system 
consultancy practice and developer of 
the Qudos3 IMS software solution. 

For over 20 years, we have helped 
small, medium and large organizations 
to successfully develop management 
systems and achieve ISO certification.
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As we come to rely more heavily on information technology 
for the delivery of our products and services, the security
of that information is increasingly important and should be 
included in our management systems.
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What is Information Security?
Basically, we want our information to:

•   Only be accessed by the right people (Confidentiality).
•   Be correct with only authorised changes (Integrity).
•   Be available to read and use whenever we want (Availability).

These 3 principles are often referred to by the acronym CIA, and they form 
the basis of information security.
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Is it relevant to your business or 
organization?

Yes, it’s relevant to every business.

Even if your organization is not planning to implement a full 
ISMS (or Information Security Management System) based 
on ISO 27001, there are elements of information Security 
that should be considered.
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Cyber attacks 
We all face the risk of attacks. These might include:

• Hacking

• DDOS (Distributed Denial Of Service).

• Phishing and Spear phishing.

• Malware or spyware.

• Ransomware.

6



Management system software and services

Such attacks may have many impacts, including:

• Loss of availability

• Loss of confidentiality.

• Reputational harm.

• Legal / regulatory non-compliance.

• Disruption to operations.

They may even present an existential threat to your 
business.
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Extracts from BBC News web site

Some high-profile data breaches
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• Information Security is relevant to all businesses – large 
and small

• Customers increasingly expect services to be made 
available to them online.

• Suppliers increasingly deliver them online.

• Many workers are now engaged in Remote working (or 
Teleworking or WFH). The pre-existing trend has been 
greatly accelerated by COVID.

These changes can lead to opportunities for new markets, 
better services and reduced costs. They may also bring 
new information security risks.
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Customer requirement

We also see a growing number of clients facing a 
requirement from their clients to demonstrate that they have 
appropriate information security controls in place and often 
for ISO 27001 certification.
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Legal / regulatory requirement

• Privacy Act (Australia) - with Notifiable Data Breaches 
amendment 2017. 

• GDPR (General Data Protection Regulations) (EU 
and UK).

• Privacy Act (NZ) – similarities with GDPR.
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ISO 27001:2022  standard for 
Information Security Management 
Systems 
The certification standard for information security.

It is based on the famous PDCA cycle and was one of the first 
standards to use ISO’s common high-level structure and terminology.

Therefore, the clause structure will be familiar to those used to ISO 
9001.
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Relationship of clauses with the PDCA 
cycle
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ISO 27001 Clause 4: Context

• The organization builds an understanding of itself and the 

world in which it operates (a strategic analysis)

• It understands the requirements of stakeholders

• It sets boundaries for the management system (ISMS)

• It sets out the framework for that system. 
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ISO 27001 Clause 5 Leadership

• The system is led from the top

• There is an over-arching policy that is documented and 

communicated

• Everyone knows their role and responsibilities 
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ISO 27001 Clause 6 Planning

• Actions are planned to address risk and opportunities

• Determine plans on how to assess and treat risks

• Measurable objectives are established

There is a blog on our web site about SMART objectives – with 50 examples.

https://qudos-software.com/smart-objectives/
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ISO 27001 Clause 7 Support
• Adequate resources are provided – hardware, software, 

infrastructure, people (internal or outsourced)

• Competence (requirements determined, status 

determined, provided for, and recorded)

• People have Information Security awareness

• Communications are planned and controlled

• Documents and records are managed

17



Management system software and services

ISO 27001 Clause 8 Operation

• Plan and control the necessary processes 

• Perform risk assessments

• Treat risks

The treatment of risks will take place with the application of 

controls including those listed in Annex A - a major element 

of ISO 27001.
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Clause 9 Evaluation

Check the system to keep it on track

• Operational checks

• Internal audits

• Management review
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ISO 27001 Clause 10 Improvement

Deal with issues and their root causes, and continuously 

improve the system
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The big difference…Annex A Controls 

In addition to the regular clauses, ISO 27001 includes 

Annex A which lists control objectives and controls to be 

considered and addressed as applicable. There are 93 

controls in 4 categories, and they form a major part of any 

ISMS based on that standard. 
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Annex A5: 

Organizational  

controls

These controls include:

• The development of policies

• Threat intelligence

• Asset management

• Access control

• Information classification and labelling

• Cloud services
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Annex A6: 

People controls

These controls include:

• Screening of workers

• The disciplinary process

• Confidentiality / NDAs

• Remote working
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Annex A7: 

Technological 

controls

These controls include:

• Physical security for offices etc.

• Physical security monitoring

• Clear desk and clear screen

• Storage media

• Secure disposal
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Annex A8: 

Physical controls

These controls include:

• Endpoint user devices.

• Protection against malware

• Information deletion

• Data masking

• Information backup
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For more information…
• A series of blog posts on each ISO 27001 clause and control 

are published on our web site

• Sign up for our newsletter to receive notifications. 

• Follow us on LinkedIn
A ‘Follow us’ link button is on our web site 

• Qudos ISO 27001 InfoSec Toolkit includes a guide book, 
documents and tools to establish an ISMS. The toolkit is part 
of Qudos3 IMS software.
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Steps to consider

• Gap Analysis against ISO 27001 requirements. 
Engage a specialist or take the DIY approach to establish 
where your current arrangements measure up to ISO’s 
model of good practice.

• IT Security review
An independent review of your IT security. This may be 
done alongside a gap analysis

• Plan your system
Whether you choose a full ISMS that may be certified to 
the standard or just implement some of the controls.
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Gap Analysis

Qudos3 IMS software includes a Gap Analysis tool with automation.

Professional Gap Analysis services are also available. Contact us for details.
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ISMS Project 

Plan
Develop a Project Plan with 

timeframe and responsibilities.

Extract shown from a model plan 

included with in Qudos3 IMS software.
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Contact us about: 

• ISO 27001 Gap analysis service

• IT Security review

• ISMS System development services

• Qudos3 management system software 
– including ISO 27001 toolkit

• Email: info@qudos-software.com

• Tel: +61 (7) 3063 0444 or 13 000 QUDOS

• Web: qudos-software.com
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